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Chapter 1

Getting Started

Introduction

Full Control Internet: systems management, security, access control, event
logging, web-browser tracking, remote administration, and helpdesk tools.

Full Control Internet is a remote Internet-based systems management solution for
the administration of Windows (95/98/ME/NT/2000/XP) computers. It provides
system administrators with comprehensive resource management, whether the
resource is on the local computer, the enterprise LAN, or on the Internet
anywhere in the world. Administrators can specify allowed programs, files,
websites, and other resources. Full Control Internet logs the use of all resources.
It also makes this information available to the administrator in real time. In
addition to remote Internet-based administration, Full Control Internet includes
security access control, time limits, logging, and Internet usage tracking. The
combination provides effective, reliable access management and remote
administration while still allowing use of the regular Windows desktop. The result
is that with Full Control, computers remain stable and administrators always
know what is going on.

Remote administration: Full Control Internet's system administration
capabilities can maintain any size setup, from enterprise networked installations
to a single standalone computer. All computers, anywhere in the world, can be
managed from one central location. This includes the ability to remotely monitor,
update, logoff, shut down, reboot or reconfigure Full Control Internet stations.
Administrators can remotely manipulate the Registry, see and change the status
of remote computers, and more, all from one central location. Administrators can
also run commands remotely -- installers, uninstallers, maintenance programs,
batch files, or any other software. These commands can even be broadcast to
all stations at once, a handy way to automate software or file distribution or do
any other mass-manipulation chores.

System stabilization: After you set up your systems the way you want them,
what will keep them that way? What prevents the installation and use of
unauthorized software, as soon as you turn your back? Full Control Internet
features One Click System Stabilization to prevent unauthorized software
download, installation, and use.



Internet and application oversight: Full Control Internet allows software or
Internet usage based on the administrator’s specifications. It logs all computer
activity, all attempts to access unauthorized files, folders, or websites, attempted
password hacking, and more. Its built-in reports and graphs can analyze this
information, or the data can be exported to any database or spreadsheet.

Access control: Full Control Internet provides reliable security coverage, even
in Safe Mode. It lets the system administrator specify exactly what programs can
be run, by whom, and for how long. It allows full access to authorized software
and Internet resources, yet prevents accidental or malicious system
modifications. The user is validated at logon, can't run other programs, can't
change the computer's setup, can't get to restricted files, folders, or websites.
Full Control Internet can also control keyboard and mouse activity, boot-time
behavior, shutdown options, file-save directories, and more.

Configuration tracking and helpdesk support: When a computer acts oddly or
crashes for no reason, wouldn't it be handy if support staff could call up a minute-
by-minute list of all running programs? That's what Diagnostic Snapshot Logging
is all about. It even lists hidden programs that won't show up on the Close
Programs (Ctrl+Alt+Del) screen. And after the problem is identified, the Rollback
feature allows you to undo unintended or malicious configuration changes when
misguided users, flawed applications or incomplete uninstallers make a mess of
your computer.

Logon validation: Full Control Internet can validate users at logon, even on
laptops and other stand-alone Windows computers -- no network or server is
required. Unlike the standard-issue Windows logon screen, Full Control Internet
ensures that only valid users can log on. Full Control Internet coordinates with
your network server to ensure that invalid users cannot log on, even just onto the
local computer.

HIPAA and Part 11 Compliance: Full Control Internet provides the enhanced
oversight mandated by HIPAA, 21 CFR Part 11, and similar government
regulations, with specific features needed to address these regulations.

What it looks like: By default, Full Control Internet puts a small € tray icon next
to the clock on the taskbar. (It can be hidden if desired.) Click this tray icon to
list the current program and user time limits, and a menu with password-
protected setup and session options.

Setup and configuration: You can set up the configuration from the
Administration Manager console, or from each client computer. From the
Administration Manager, click the Clones menu, make your changes, then
publish the new clone-settings to the managed computers. From a managed
client. click the tray icon to access the setup options. If the tray icon is hidden,
type the hotkey or run Full Control Internet's companion Reset program to access
the setup options.



Each user is assigned to a Group, that is, a set of configuration settings. The
Group Setup screen controls per-group options. Each group can have different
time limits, locked or hidden directories, allowed applications, desktop look-and-
feel options, and more. The user logs on at the regular Windows logon screen.
If the logged-on user is listed in a group those settings are put in place for that
user. For users not explicitly listed in a group, Full Control Internet can choose a
group based on the user's network domain rights (if that box is checked on the
Security tab). Otherwise, users get Default Group settings. Or you can set up
Full Control Internet so unknown users are not allowed to log on at all.

The System Setup screen controls global options, web-browser monitoring, event
logging, remote oversight management, and automated backups of critical
system configuration files. These settings are active for all users whenever Full
Control Internet is running.

Press F1 or click Help on each tab for its context-sensitive help, or use the Quick
Start documentation for fast step-by-step setup instructions.



Installing And Uninstalling

Installing Full Control Internet: To install Full Control Internet or its Remote
Administration Manager, run the program install.exe that comes with Full Control
Internet. The installer will not put anything into any folder other than the one you
specify (other than NT/2000/XP drivers which are installed into NT/2000/XP's
"drivers" folder) or change any system files (other than the Registry per Microsoft
standards). In NT/2000/XP, the logged-on user must have Administrator rights
for the install to be successful.

Installing Administration Tools: In a regular interactive install you will be asked
if you want to install the helpfile and Remote Administration Manager. In an
unattended automated install, they will be installed only if you use the /admin
parameter (see below for more on automated installation). The Remote
Administration Manager needs to be installed on just one computer. This can be
any computer with an IP address that is directly visible to the client computers it
will manage. Are your client computers on networks that use NAT (network
address translation, or "masquerading")? If all your client computers are on the
same masqueraded subnet, the Administration Manager can be on a
masqueraded computer on that same subnet. It will be invisible to the Internet,
yet visible to the computers it oversees. If your managed computers aren't all on
the same subnet, the Administration Manager must be on a computer with a
static IP address so it will be visible to all your client computers, on all your LANS.
The section on the Remote Administration Manager has more on this.

Cloning While Installing: If you have created a clone file with the passwords
and settings you want, you can transfer this information to another client
computer while installing. To do this, copy that clone file into the same directory
as the installer, and rename it to clonefci.bds. When the installer runs, it will find
that clone file. The updated settings are put into effect as soon as Full Control
Internet starts. The clone also includes your Remote Management connection
information so this is a good way to immediately set up your new computer to be
overseen by the Remote Administration Manager. For more information, read
about How To Clone A Computer.

Registry Backup: The first time you run Full Control Internet under Windows
95/98/ME, it creates the files userfci.1st and sysfci.1st in your Windows directory.
In Windows ME it also creates a classfci.lst file. These are backup copies of
user.dat, system.dat, and (in ME) classes.dat, the files which contain the
Windows Registry entries. In addition, at the start of each Windows 95/98/ME
session, Full Control Internet backs up the current Registry files to userfci.bds,
sysfci.bds, and (in ME) classfci.bds in your Windows directory (c:\windows on
most 95/98/ME computers) unless you check the box to skip Registry backups.
To reset your system as it was prior to the current session, or prior to installing
Full Control Internet, restart in DOS and copy one of these backup sets over top
of user.dat and system.dat and (in ME) classes.dat in your Windows directory.



Uninstalling: Full Control Internet's uninstaller is listed with Full Control
Internet's icons on the Start menu. It can also be run from the Start menu’s
Add/Remove Programs list. To cleanly uninstall, the uninstaller must be used. It
is not sufficient to simply delete the Full Control Internet files.

If you are uninstalling remotely, you may want to run the uninstaller with the /auto
command-line parameter, so no prompts or messages appear on the remote
computer. The usage syntax for the uninstaller's /auto parameter is exactly the
same as for an Automated Unattended Remote Install (see below).

Full Control Internet can't be uninstalled while it is running. In NT/2000/XP, the
logged-on user must have Administrator rights for the uninstall to be successful.
The uninstaller closes all active Explorer windows, a necessary step to
deactivate some of the oversight components.

Automated Unattended Remote Install: The Full Control Internet installer can
be run in an unattended automated mode which requires no user input. The
following command-line parameters are used when doing this:

fauto installer runs in automated mode

/addstart icons will be added to the Start menu

/admin also install the helpfile, Administration Manager, etc.
[targetdir= full path to the local folder into which files should be installed
/pausecmd=secs,cmd seconds to wait, then command to run after install

Example: \\server\c\masterdir\install.exe /auto /targetdir=c:\dir\otherdir\finaldir

The /auto item tells the installer to run in its automated mode. Without the /auto
item, the installer runs in the usual interactive mode.

The /addstart item is optional. If you give this parameter, the same items are
added to the target computer's Start menu as when an interactive install is
performed, and a window appears showing these items. Note that Full Control
Internet runs perfectly well without being listed on the Start menu.

The /admin parameter tells the installer to also include the helpfile and Remote
Administration Manager. These tools should only be installed to the
administration computer, so it can monitor and control the other computers.

The /targetdir item is also optional. If it is not given, Full Control Internet will be
installed into the default directory, which is the \Program Files\Full Control
Internet folder on the same drive as the computer's Windows directory.

The optional /pausecmd= parameter waits a designated number of seconds after
a successful install, then runs a command.

Tools such as SMS can run parameterized commands remotely, or command-
line parameters can be given by running the installer from a batch file, Shortcut,
etc. This is easier than creating an SMS distribution. Simply place the Full
Control Internet files in a network folder visible from your target computers (a
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read-only folder is fine) and distribute a command that points at the installer in
that server's visible folder. You can even set up the batch file to delete itself after
the install is complete. See below for more on this technique.

Even without a tool like SMS, there are a number of ways to install Full Control
Internet on each user's computer. First, copy the files on the Full Control Internet
disk (or download) to a network directory, then you could do any of the following:

Run the server-based install command automatically from your network's login
script, by adding a command such as the following, which will install the software
if it has not yet been installed on that computer:

IF NOT EXIST c:\your path\fcinet.exe \\server\c\somedir\install.exe /auto

Or email all your users a message with a "click here" item which runs the
installer from your server, perhaps from a batch file with a similar IF NOT EXIST
test as shown above.

Or place in each remote computer's Startup folder a batch file that runs the
install. As above, you can use a similar IF NOT EXIST test for the install. Or
even better, you can have the batch file delete itself after it has done its work by
putting "del %0" on the last line. This ensures that you only install once, and it
cleans up the batch file after it is no longer needed. Here's an example:

@echo off
\\server\c\temp\fcisetup\install.exe /auto /addstart /targetdir=c:\FC Internet
del %0

This will cause the batch file to run the installer in its unattended mode. The
batch file will then delete itself. Because the batch file starts with @echo off,
there is no screen output so the window closes immediately, and because it ends
with del %0 the batch file deletes itself after it has run one time.

Automatic Launch: When performing an automated install, the Full Control
Internet program is immediately launched by the installer. To take full advantage
of this, you will probably want to clone your master setup and put the resulting
clone file in the same directory as the installer program itself. If you do so, the
installer will see the clone file and copy its settings and licensing information to
the target computer. Then, as soon as Full Control Internet launches it will set up
any options, including user management settings, "logon validation" and "run at
startup" options and anything else you want to specify in the clone settings.

Upgrading From Full Control 2: Full Control Internet can read Full Control 2
clone files. To do this, go to the Remote Management tab of the System Setup
screen and click the Import Clone File button. The old-style clone's settings will
be converted automatically as they are read. Study the results to ensure that the
automatic conversion meets your needs. After confirming the settings, you can
export them as a new Full Control Internet clone file.
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Quick Start

Full Control Internet In A Nutshell: Full Control Internet's Remote
Administration Manager lets the administrator oversee and manage computers in
real-time over the LAN or the Internet. Its autonomous client-side oversight
enforces the administrator's designated policies on program and Internet usage
by monitoring every user logon, every running program, every accessed website,
and by logging all activity. If you have set up a particular application as a
managed program, Full Control Internet will enforce the time limits, password
protection, and other control you have specified for it. if desired, so they won't
run. Full Control Internet can also restrict access to interface elements such as
desktop icons, Start Menu entries, Control Panel, Explorer, and web browsers.
Most restrictions can be "per-user” with different settings for each user.

In addition to controlling managed programs, the user can be validated at logon.
Each user is in a group, and each group can have different oversight controls.
Full Control Internet looks at the name of the current user (that is, the user name
given at the regular Windows logon screen). If the logged-on user is listed in a
group that group's settings are put in place for that user. For users not explicitly
listed in a group, Full Control Internet can choose a group based on the user's
network domain rights (if that box is checked on the Security tab). Otherwise,
users get Default Group settings. Or you can set up Full Control Internet so
unknown users are not allowed to log on at all.

Full Control Internet can be launched at any time, like any other program, or it
can be set to launch automatically at startup in a secure way that cannot be
bypassed, not even in Safe Mode. When it is launched, by default it will put a
small icon ® in the taskbar tray, next to the clock. Clicking this icon displays a
popup menu with status and time limit information, and password-protected
administration options. If the tray icon is hidden, press the hotkey or run Full
Control Internet's companion Reset program to access the setup options.

The system administrator sets up and maintains the system. Unlike a regular
user, this person has access to many system administration features that allow
the administrator to set up and change the system, monitor it through usage
reports and logs, and remotely control and reconfigure Full Control Internet
computers over a network or across the Internet.

Quick Start: Full Control Internet comes preconfigured with default settings so
that you can just install it and go. However, you will likely want to modify these
default settings. Here's how:

List the port and IP address of the Remote Administration Manager that will
oversee this computer. This ensures that this computer will connect to the
Remote Administration Manager each time it starts. One easy way to include
these connection settings is to use a configuration clone file that is read when
you install Full Control Internet; further clone updates can be sent later, on the fly
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by the administrator.

Decide if users can connect to the Remote Administration Manager from any
IP address, or only from certain specific IP addresses. If the latter, list allowed
addresses in the Remote Administration Manager.

Decide if unknown users can log on, or if users must be "known" in order to
use the computer. Then use the Security tab of the System Setup dialog to
indicate if users must be validated at startup and what validation criteria will be
applied.

In 95/98/ME, if you want to provide each user with different Full Control
Internet restrictions, set up Windows to display its "log on by user name" screen
when Windows starts. (See Using The Windows Logon Screen for more on this.)
However, even if you don't use the logon screen, Full Control Internet will work
perfectly well by providing users the permissions and restrictions you have listed
as the default.

Configure systemwide settings with the System Setup screen. Modify the
settings in the first three tabs (Setup, Security and Event Log) as needed. Use
the fourth tab (Remote Management) to set up network-based Full Control
Internet configuration updates, remote management and monitoring, and other
communication and control options. The fifth tab (Rollback) lets you back up and
restore important Windows configuration files, very handy when a misguided user
or flawed application makes a mess of the computer.

Configure your groups. Each user is assigned to a group. When that user
logs on, that group's settings are put into effect. Full Control Internet comes
preconfigured with a number of groups. Or, create new groups using the
Configuration screen, then specify the group's settings with the Group Setup
screen. You can update this group's settings at any time. You may want to copy
a group and use the copy as the basis for setting up another group.

List your users by clicking the Administration screen's Users button. Add the
new users, then assign them to groups. Users can be added singly by hand, or
automatically imported by reading a file. If the logged-on user is listed in a group
that group's settings are put in place for that user. For users not explicitly listed
in a group, Full Control Internet can choose a group based on the user's network
domain rights or on an environment variable (both of these options are available
on the Security tab). Otherwise, users get Default Group settings.

You're Done: Now that the computer is configured as needed, you may want to
create a clone file which specifies this computer's configuration. You can then
use this clone data file to dynamically update your computers. A clone file is also
a good way to back-up your work.
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The Setup Password

The first time you start Full Control Internet, it asks you for a setup password.
This password is saved permanently so you never need to enter one again if you
don't want to. However, you can change the password at any time with the
Setup tab of the System Setup dialog. Security experts recommend changing
your passwords regularly.

Should passwords be case-sensitive? The case sensitive setting of the Setup
tab controls this.

The setup password can be used whenever any other Full Control Internet
password is required. For example, if a managed program is password-
protected, the setup password can be given instead of the program's password.

To meet the needs of certain regulatory and compliance situations, Full Control
Internet can be configured to require two separate setup passwords to perform
administration tasks. This is set on the Setup tab of the System Setup screen.

The pre-purchase evaluation version of Full Control Internet does not save the

password from session to session. This is for your protection, to ensure that you
are never locked out of the computer during your "test-drive."
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Setup Mode

Setup Mode: In Setup Mode, security checks are temporarily suspended. The
current user is by definition the system administrator, someone who already has
access to the entire system. For such a user, further security testing serves no
useful purpose. Therefore, in Setup Mode, passwords are not required or
requested, and Full Control Internet won't interfere with any program. This
makes it easy for the system administrator to modify Full Control Internet settings
or use software tools that a normal user would not have access to.

Click the #» tray icon to enter Setup Mode. If the tray icon is hidden, type the
hotkey or run Full Control Internet's companion Reset program.

To exit from Setup Mode, choose Resume Control from Full Control Internet's
main Configuration screen.
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Emergency Passwords

Forgot your setup password? Don't worry, you're not locked out. Each Full
Control Internet system has built-in "emergency password" capability.
Emergency passwords are secured so that they cannot be used in an
unauthorized manner. If you are in a situation where you need one, contact
Bardon Data Systems and, after providing appropriate identification, one will be
generated for your specific need.

If you tried what you thought was the right password, and it didn't work, you still
may not need an emergency password. Passwords are case-sensitive by
default, so if your Caps Lock is on, the password might not match. Try hitting the
Caps Lock key, then give the password again.

To meet the needs of certain regulatory and compliance situations, Full Control
Internet may be configured so two separate setup passwords are required. The
same emergency password cannot be used for both of these separate setup
passwords.

The "test-drive" version of Full Control Internet has yet another built-in option.
While evaluating, the setup password is not saved from session to session. This
means that if you forget your password you can simply restart your computer.
You will be prompted for a new setup password when Full Control Internet
restarts. After purchase, this "back door" security hole is no longer active.
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Using the Windows Logon Screen

Enter Network Password 7] Full Control Internet can use the
1 Enter your network password for Microsoft Networking i |ogon name in either Windows
| taea || 95/98/ME or NT/2000/XP to

provide per-user validation and

customization. To do this, the
computer needs to be set up so it
requests a logon name from the user. Here is how to set up your Windows
95/98/ME computers so users must give a logon name at startup. (Most

installations of Windows NT/2000/XP already requires that users log on with a

name and password, so there is nothing extra to set up.)

User name: I

Pazzward I

When you boot your 95/98/ME computer, do you see a logon screen similar to
the one in the picture, which asks for your user name and password? If so, you
are all set. The name given by the user in that screen will be seen by Full
Control Internet when Full Control Internet starts. If that name matches a
username listed in Full Control Internet, that user's set of restrictions and controls
will be put into place for this logon.

If you don't mind that all users have the same restrictions, you don't need to set
up Windows to display the logon screen. In that case, just set the Default User
settings, and they will be put into place for every logon.

But if you want different users to get different Full Control Internet settings, the
user must have a place to log in, so they can say who they are. Full Control
Internet will pick up this name and configure itself for that user. If the logged-on
user is listed in a group that group's settings are put in place for that user. For
users not explicitly listed in a group, Full Control Internet can choose a group
based on the user's network domain rights (if that box is checked on the Security
tab). Otherwise, users get Default Group settings.

You can even set Full Control Internet to validate the logon. If you set this up,
and the name is not listed as valid, Full Control Internet will not allow the logon to
proceed.

There are a number of ways to tell Windows to display its "log on by user name"
screen when Windows starts.

Of course, one way is to open the Windows Control Panel's Passwords applet
and enable the saving of individual user profiles. If you do this, Windows will
save each user's individual configuration separately, and will ask for a logon
name at the start of each session so it can tell which configuration to use.

However, saving separate profiles for each user can use quite a bit of disk space.
For this reason, Full Control Internet does not require that Windows save each
user's individual configuration separately. All that is needed is to have Windows
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display the logon-name screen itself.

To set this up, open the Network applet of the Windows Control Panel. As your
Primary Network Logon, choose anything other than Windows Logon. For
standalone computers or those using Windows networking, Client for Microsoft
Networks is a good choice. If it's not already on the list, click the Add button and
add this client. When you click OK to leave the Network applet, Windows will ask
you to provide its installation disk, then it will want to reboot.

When Windows comes up again, you will see the logon screen. Give a logon
name and (optionally) a password for that name. You can now provide Full
Control Internet with settings under that logon name.

A "back door" way to enable the logon screen is to delete the *.PWL (Windows
password list) file saved under a user's name. Use Explorer to search for PWL
files, and delete the ones named for the necessary users. The next time that
username is given at logon, Windows will show its logon screen. At that point
you can tell Windows to keep showing that screen at logon. Note, though, that
other kinds of passwords are stored in PWL files, for example those for Dial-Up
Networking. These other passwords will have to be entered again.

When you are all set up, you'll find that it's fast and easy to log on as another
user. Click the Start button, then choose Log Off. (In some versions of
Windows, choose Shut Down, then select "Close all programs and log on as a
different user.") If this Start option has been disabled by Full Control Internet,
you can use the password-protected Logoff option on the #» Full Control Internet
tray icon next to the clock on the taskbar. Click the tray icon to display its popup
menu. If the Start button's Shut Down option hasn't been disabled, for
convenience no password is required to use the tray icon Logoff option.
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Chapter 2

A Tour Of Full Control Internet

Taskbar Tray Icon

Ewploring - C:\/IMDOWS: na time limi While Full Control Internet is running, the
Default User [FobertC): 1:37 left today Taskbar can show a = Full Control

Setup Options Internet icon in the "tray" area next to the
Diagnostic Snapshot clock. This icon can be hidden if desired.
Remote Administratar Chat

Lok 'wiorkstation kow .

S et Personal Unlock Password Full Control Internet can also hide the
Logpfl FiebeiC entire Taskbar or lock all the tray icons. |If

Shut Down Computer

R Bl s you do this, Full Control Internet's tray

icon is not available, so to enter Setup
b 225PM Mode you'll need to use the hotkey or the
Reset Mode option.

Exit Full Cantral Internet

Clicking on the tray icon pops up a menu. The top lines in the menu show the
current program and user time limits. Below that are configurable menu options.
Management options can be password-protected. Each line in this menu is
described below.

Current program name and time limit: This is the name and time limit control
for the program which was active at the moment the tray icon was clicked. Only
managed programs can have time limits. Choosing this item closes the menu,
but has no other effect.

Current user name and time limit: This is the name and time limit control (if
any) for the current logged-on user. Choosing this item closes the menu, but has
no other effect.

Setup Options: Choosing this option displays the Configuration Screen. This is
how you get into Setup Mode. The setup password is required.

Diagnostic Snapshot: This is added to the popup menu if you have checked the
Access tab box "Show Diagnostic Snapshot option on tray icon menu." The
user can click on this line to generate and display a Diagnostic Snapshot. This
can be a very useful tool for remote troubleshooting.

Remote Administrator Chat: If the administrator has allowed this item to be
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displayed, the user can click on it to initiate a two-way Realtime Chat
conversation with the Remote Administration Manager, in which text typed by
one party is immediately displayed to the other party.

Lock Workstation Now: Use this to lock the workstation, for example if the user
needs to walk away from the computer temporarily. When locked, currently
running applications are minimized, and new applications are closed. Full
Control Internet will display a screen in which the user can give the workstation-
unlock password, as well as other end-of-session options set on the Security tab.
If a Personal Unlock Password (see below) has been set for this user on this
computer, that is the tested password. Otherwise the group default workstation-
unlock password is tested. This is set up on the Time Control tab.

To use this feature, there must be a workstation-unlock password on the Time
Control tab, and the administrator must check the box on the Security tab to
Allow workstation unlock with password.

Full Control Internet supports Identix biometric fingerprint validation. If the
Biometric Validation box is checked on the Setup tab, an enrolled fingerprint
must also be provided to unlock the session. If Identix fingerprint validation is not
installed, checking this box has no effect.

Set Personal Unlock Password: Initially, the workstation unlock password is
the group default workstation unlock password as set up on the Time Control tab.
However, this user, on this computer, can set a different password. It is valid
only on the one computer where it is entered, and only when that user is logged
in. To set a new personal password, give the previous password. If there is no
previous password, give the group's default password. As usual, the setup
password can be used here too, if necessary.

Logoff Current User: If this item is chosen, the logoff password is required, or
the setup password if no logoff password has been specified. For convenience,
no password is required if the Start button's Shut Down command has not been
disabled.

Shut Down Computer: If this item is chosen, the shutdown password is
required, or the setup password if no shutdown password has been specified.
For convenience, no password is required if the Start button's Shut Down
command has not been disabled.

About Full Control Internet: This displays the About box with version and
contact information. This entry is not password-protected.

Exit Full Control Internet: Choosing this option will exit from Full Control
Internet. The setup password is required.
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The Configuration Screen

Full Control Internet Configuration [x]| This configuration screen is displayed

Help fbout License when you click on the @ Full Control

Internet tray icon (next to the clock on the

: taskbar) and choose Setup Options from

| System Setup | the popup menu. If the tray icon is

hidden, type the designated hotkey or run

| Full Control Internet's companion Reset
program to access the setup options.

| The setup password is required. Full

Control Internet then goes into its Setup

Mode in which security checks are
suspended. This makes it easier for the

| administrator to configure the system. To

| Groups

| Users

| Resume Control

- return the system to its previous security
Exit Program |
mode, choose Resume Control.
Camputer name: BILLING A similar screen is displayed when you

choose the Full Control Internet Clone
option from the Clones menu of the
Remote Administration Manager. This
option invokes Administration Manager Setup Mode which allows you to set up a
clone file from the Administration Manager, then distribute its settings to all your
computers. If started in this way, this configuration screen includes buttons to
import or export a clone file.

User logon name: Larne

Help: The information in the Help system is designed for administrators, not
casual users.

About: Full Control Internet version and other information.

License: This displays the actual running file's name, and a license code used
for validation purposes. There is also an option to "un-license" this computer,
which is useful if you need to re-enter the license number or enter a new number.
In the pre-purchase evaluation version, there is no license so this displays "How
To Order" information. If this computer connects to the Remote Administration
Manager, its licensing information can be obtained from there. That is, if you
enter in the Remote Administration Manager your license number(s), the Remote
Administration Manager will distribute licensing information to the connected
computers that it oversees.

System Setup: This displays the System Setup screen. This dialog has five
tabs: Setup, Security, Event Log, Remote Management and Rollback.
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Groups: This displays the Groups screen. After choosing an existing group or
creating a new one, the Group Setup screen is displayed, allowing that group's
settings to be modified. This screen has seven tabs: Access, Managed
Programs, Interface, Input Control, Time Control, Window Control, and File
Control.

Users: This displays the Users screen. This screen lists all users that Full
Control Internet knows about, and the Group settings to be applied when that
user logs on. For users not listed, Full Control Internet can choose a group
based on the user's network domain rights (if that box is checked on the Security
tab). Otherwise, users get Default Group settings.

Resume Control: This exits from Setup Mode and puts into place the settings
defined in the current user's Group.

Exit Program: This closes Full Control Internet and clears all its access controls.
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User Setup Screen

Users This screen lets you add or delete
Ugers listed below get the named group settings. For ugers nat listed below, FCI users, move th em |nt0 g rou ps, or
can choose a group based on the user's netwark. domain rights (if that bax is N
checked on the Security bab). Dtherwise, users get Default Group settings C han g e the amount of time th ey have
“Default Uger [*Default Group] a\/a| | ab | e.

Moe [Administrators]
Larmy [Guests]
Curly [Users]

The names shown in this list are the
same names which the users type in at
the regular Windows logon screen. If
the name given at the Windows logon
screen matches a name on the Users
list, Full Control Internet uses the
settings you have given for that user's
oeiite (@ UETED (O EoeE: group. For users not explicitly listed,

Full Control Internet can select the
highest-numbered group in which that
user has network domain rights, or it can pick a group based on an environment
variable (both of these options are available on the Security tab). If no group is
specified in any of these ways, the user gets Default Group settings.

Add | Dielete | Choose Group |

Import User List | Delete &l | Minutes Used |

Full Control Internet can perform logon validation in a number of ways. One way
denies access to any user not named on the Users list. If that validation option
isn't being used, and no name matches or the user cancels out of the Windows
logon screen, Full Control Internet uses its Default Group settings. The Default
User settings can be modified, but they cannot be deleted.

This screen also shows what group this user is a member of.

Add: Add one new user at a time.

Delete: Deletes one or more selected users.

Choose Group: Moves one or more selected users to another group.

Import User List: Add multiple users from a plain-text file. The delimiter between
user names can be a comma, a tab, a double-quote, a newline, or any
combination of these. Multiple delimiters together are treated as a single
delimiter, for example the quote-comma-quote between items in a CSV (comma
separated values) list. New users are placed initially in the Default Group.
Delete All: Delete every user on the list. A consistency check is performed to
ensure that everything stays accessible through this process. It slows down the
deletion process, but the safety is worth the speed penalty.

Minutes Used: Update the current minutes used for this user.

Sort by: The list can be displayed alphabetically by user name, or in entry-date
20



order. Sorting by entry date can be handy. Let's say you import a list of users
from a file, and you want them all to be added to the Power Users group. Click
the radio button to sort by entry date. All the new users will sorted to the bottom
of the list, making it easy to select them all. Click the Choose Group button to
select the desired group and you're done.
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Groups Setup Screen

If named on the Users screen, users get the aroup listed there. If not, thep can
get the highest-numbered group in which they have domain rights [if that box is
checked on the Security tab). Otherwise, users get Default Group settings.

[ 1] *Default Group
[ 2] Guests

[ 3] Domain Guests
[ 4]Users

[ 5] Diomain Userz
[ B] Power Users

[ 7]Administrators
[ 8] Diomain Adming

1 | |

tave Up In List I

Maove Down In List I

The Groups screen is displayed by
clicking the Groups button on the

menu. A group is a set of settings. You
set up a group's settings as you prefer,
then (optionally) on the Users screen
you assign users to a group. When that
user logs on, the group's settings are
put into effect. For users not explicitly
listed on the Users screen, Full Control
Internet can select the highest-
numbered group in which that user has

Copy | Defaur | domain rights (if that box is checked on
the Security tab). Or it can pick a group
based on an environment variable. If

no group is specified in any of these

ways, the user gets Default Group settings.

Add | Change | Delete |

With the Groups screen, administrators can add or modify a group. Select the
desired group, then click Add, Change, Delete, Copy, or Default. Each of these
buttons is described below. When you are finished using this screen, click Done.

The functions available on the Groups screen are as follows:

Group Numbers / Move Up / Move Down: For users not explicitly listed on the
Users screen, Full Control Internet can select a group based on the user's
network domain rights (if that box is checked on the Security tab). It selects the
highest-numbered group in which that user has domain rights. Or it can pick a
group based on an environment variable (if that box is checked on the Security
tab). If no group is specified in any of these ways, the user gets Default Group
settings.

Use the Move Up and Move Down buttons to change a group's number. The
group number is used when someone logs on whose name is not explicitly listed
on the Users screen, and the network domain rights box is checked on the
Security tab. Full Control Internet will query the NT/2000/XP Domain Controller
for a list of network groups in which this user has rights. These domain-group
names are compared to the names of the Full Control Internet groups. The user
is given the settings of the Full Control Internet group with the highest-numbered
matching name.

For example, if a user is not listed on the Users screen but has been given
domain rights on the NT-based network, Full Control Internet first gets the user's
logon name. The network domain rights box has been checked, so Full Control
Internet queries the NT-based network and discovers that this user is in the
Domain Users and the Domain Admins groups. On the Groups screen, the
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Domain Users group is number 5 and the Domain Admins group is number 8, so
this user is given the Full Control Internet settings associated with the Domain
Admins group. Note that if the network domain rights box is not checked, Full
Control Internet will not query the Domain Controller for this information. In that
case, a user who is not listed on the Users screen gets Default Group settings.

Add: Add a new group. It will be created with default settings. The new group's
setup screen will be displayed.

Change: Change the settings for an existing group. That group's setup screen
will be displayed. You can also double-click the name on the list.

Delete: Delete a group from the list.

Copy: Make a copy of one group's settings. The name of the new group will be
"Copy of <the original name>". The new group's setup screen will be displayed,
allowing you to change this name or any other settings.

Default: Copy a group's settings into the Default Group's slot. Unlike the Copy

button, a new group is not created. Clicking the Default button simply copies the
selected group's setting to the Default Group.

23



System Setup Dialog

To set up systemwide options, use the System Setup tabbed dialog. This screen
has five tabs:

Setup: systemwide preference options

Security: global security options

Event Log: audit trail usage and tracking options

Remote Management: network-based remote configuration control
Rollback: save and restore important system configuration files

Setup Tab

iR IR This tab of the System Setup screen

Setup | Seouily | Event Log | Remote Management | Rolback | . .

conp et is where you give the setup password,
) boot-time options, and other
v Biometric validation required for setup mode .
™ Second password requied forsetup mode Systemw|de prefe rences.
¥ Run securely at stattup
¥ Enhanced startup protection and Safe Mode passward control . .
FEMEn;ct‘lmp-l‘Jlev :lsesatnun S‘Iar:dald shel Setup Password: ThIS is the
O Sprabain administrator password. Like all Full
[¥ Show Diagnestic Snapshel aption on tray icon menu Contro| Internet passwordS, it is
[V Show Helpdesk Chat option on tiay icon menu .. B A .
e oot [F initially displayed with asterisks. Use
I st it b, o 2 i the Show Password button to see the
eset the Windows interface on esit .
[¥ Restart Full Contol Intemet if no respanse for more than [300  seconds password. If a licensed copy of Full
? — Control Internet is installed on the
econds to pause at startup (to allow programs bo launct .
e computer running the Remote
o | e | W || Administration Manager, the Setup

password is required to make
changes through the Remote Administration Manager.

Biometric validation required: Full Control Internet supports Identix biometric
fingerprint validation. If this box is checked, an enrolled fingerprint must be
provided to use Setup Mode. If Identix fingerprint validation is not installed,
checking this box has no effect.

Second password required: Check this box to require that two separate
passwords be given to enter Setup Mode, change settings, or perform certain
other administrator overrides. The "Setup password" control at the top of this
screen is replaced with two password protected buttons, each of which changes
one administrator password. There is no "show password" option for these two
passwords. Instead, asterisks are always displayed for their characters. If a
licensed copy is installed on the computer running the Administration Manager,
both Setup passwords are required to make changes through the Administration
Manager.

Run securely at startup: This will set up the computer so Full Control Internet is
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run whenever Windows starts. Unlike a shortcut in the Startup folder, this
method cannot be bypassed by pressing the Shift key when Windows comes up.

Enhanced startup protection and Safe Mode password control: Checking
this box will set Full Control Internet to validate the user’s logon name
immediately when they type it in, rather than after the Windows desktop appears.
It will also password-protect Safe Mode, a special mode built in to Windows to
allow for error recovery. In Safe Mode, many protections are disabled by
Windows. If you check this box, Full Control Internet will treat Safe Mode as an
extension of its own administrators-only Setup Mode by requesting its setup
password before allowing access to Safe Mode.

Non-standard shell: Windows computers almost always use the standard
system shell, which displays the familiar Start button, taskbar, desktop icons, etc.
Full Control Internet can also be used with non-standard shells. Some logon-
related options are grayed out and unavailable when using a non-standard shell,
since their handling of the startup and logon process varies widely. You can still
check the Full Control Internet option to "run securely at startup.” The shell
(standard or non-standard) then looks for this information at startup so it knows
what to launch.

Disable low-level monitoring: Full Control Internet monitors system activity at
all levels. If its low-level monitoring conflicts with any other installed software, it
can be disabled here. Affected features include File Control, locking the CD drive
door, and disabling Ctrl+Alt+Del. Also, control of the Windows keys is not as
strong.

Skip registry backup: At startup Full Control Internet backs up the current
Registry files to userfci.bds and sysfci.bds (and classfci.bds in Windows ME) in
your Windows directory. This safety measure provides a useful fallback, allowing
you to reset your system as it was prior to the current session. (To do this,
restart in DOS and copy these backup files over top of user.dat and system.dat
(and classes.dat in Windows ME) in your Windows directory.) However, saving
the backup files takes a few seconds at launch. Check this box if you prefer a
faster launch sequence at the expense of a bit of safety.

Hide the Full Control Internet tray icon: With the #» tray icon hidden, there is
no on-screen indication that Full Control Internet is running. However, there is
also no access to the tray icon's popup menu, so to configure Full Control
Internet when the tray icon is hidden press the hotkey (see below) or run the Full
Control Internet Reset program (reset.exe), or start Full Control Internet from a
command prompt with the /reset parameter.

Show Diagnostic Snapshot Option: If you check this box, a "Diagnostic
Snapshot" item is added to the popup tray icon menu. The user can click on this
line to generate and display a Diagnostic Snapshot. This can be a very useful
tool for remote troubleshooting.

Show Remote Administrator Chat option: If you check this box, a "Remote
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Administrator Chat" item is added to the popup tray icon menu. The user can
click on this line to begin a conversation with the administrator sitting at the
Remote Administration Manager.

Look for Setup Mode hotkey: If this box is checked, Full Control Internet will
ask for the Setup Mode password when the designated hotkey is pressed. If the
password is given, Full Control Internet will go into Setup Mode. You can set the
hotkey as any letter from A to Z. Invoke the hotkey by simultaneously pressing
the Control key, the Alt key, and your letter. The hotkey is a good way to go into
Setup Mode when you have set up Full Control Internet to hide the tray icon or
the entire taskbar.

Passwords are case sensitive: Should passwords be case sensitive? This
setting will affect all managed program passwords and the Setup password.

Instead of a quick logoff, do a full reboot: To log on as a new user, some
computers or networks require a full reboot instead of the quick "log on as a
different user” procedure usually used by Windows. Check this box to do so.

Reset the Windows interface: Microsoft has documented a bug in Windows 98
(and NT using the IE shell) which prevents it from re-reading certain settings from
the registry when they are changed. Instead, Windows 98 uses cached settings
held in memory. These settings are only updated at the next logoff or restart.
Checking this box forces Windows to re-read the new settings instead of using
the old (cached) settings. This is not needed under Windows 95, Windows 2000,
or Windows XP, which correctly reads these settings from their original location.

Here is how to see if your computers can benefit from this "reset" setting. Log on
as a user name which invokes a Group in which some of the Start menu items
should be missing, for example Run, Find, and Logoff. While not in Setup Mode,
click on the Start button and look for these items. If they are still there, try to click
on them -- even if these menu entries are visible they should be disabled.

Now go into Setup Mode and then click on the Start button again. Did the
missing (or disabled) items come back (or become usable) when you entered
Setup Mode? If they did not come back when you entered Setup Mode, check
this box, click OK to save the settings, exit normally from Full Control Internet,
restart your computer, and try the test again. If the Start menu items are now
available when you enter Setup Mode, leave the box checked. Note: on some
computers the tray icons may vanish when doing a reset. If this is an issue for
you, don't use this feature.

Restart Full Control Internet if no response: Full Control Internet includes
components that make sure in various ways that the program continues to run
normally. One of these components can provide "program is hung" protection.
If you check this box, this component listens for messages from Full Control
Internet to ensure that everything is still running normally. If you want to use this
component, indicate here how many seconds it should wait before concluding
that Full Control Internet is not responding. We recommend setting this to at
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least 180 seconds to allow for certain kinds of applications which occasionally
monopolize the computer briefly. While the computer is monopolized in this way,
Full Control Internet can't send these "I'm OK" messages, so be sure the time is
long enough to bridge any such periods.

Seconds to display password screens: Indicate how long you want a
password screen to stay visible before it times out.

Seconds to pause at startup: This pause applies only if Full Control Internet is
run automatically at startup. It's here to accommodate other programs which are
run at startup, which require complete access to the computer as they launch. If
you give a pause here, Full Control Internet will wait that many seconds before
activating its security oversight.

Security Tab
“"5“‘“""’ | = Z - Use this tab of the System Setup
Sety ecuily | Event Log | Remote Management | Rollback . .
el : i screen to choose boot-time options,
B vetienaaliooiiatsi validatior_l preferer!ces, a_nd other
I anrevin vt systemwide security settings.
™ Get user's Full Contiol Intemet group from environment variable:
¥ Get user's Full Control Intermet group from network domain rights
I~ Setto "zera minutes remaining” at startup A”OW ESC' Cance'y Ctr|+A|t+De|,
etc. in logon screen [95/98/ME]:
[~ ‘With Full Contral Intemet [ WithWindows ¥ With Network Lagon Un|ess th|s box iS Checked’ Fu”
[ Control Internet disables the Escape
" Logoff user ‘orced-shutdoven metho .
e e key and Cancel button in logon data-
& Show "no time"* screen edium
T oot T Core sl & oo entry screens. It also prevents any
s e other bypass of the logon process,
such as pressing Ctrl+Alt+Del to bring
m | e |[ w0 ]| yp the Close Programs box or

Ctrl+Esc to bring up the Task
Manager. If you are doing your logon validation through a Novell or NT/2000/XP
network, you should check the "With Network Logon" box, and you should
probably check this box to allow the ESC key, Cancel button, etc. On stand-
alone computers, or on peer-to-peer networks, you'll generally want to un-check
this box, thus providing protection. Generally, you will want to un-check this box
(to deny use of ESC, Cancel, etc.) if you are doing logon validation "With Full
Control Internet" or "With Windows", or if you haven't checked any of the three
logon validation boxes. This option is ignored under NT/2000/XP, which does
not allow invalid logons.

Allow DOS start menu and function keys at bootup: This option is primarily
for Windows 95/98, but also has a useful effect under NT/2000/XP. Under
Windows 95/98, it lets you control whether the keyboard and startup menu can
be used when the computer starts. At boot time, pressing F4 starts the previous
version of DOS, F8 brings up the startup menu providing methods to run bare
DOS, "safe mode," etc. To enhance security, uncheck this option so Full Control
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Internet will disable access to these and the other boot-time keys. However,
even when these keys are disabled, if Windows detects an abnormal bootup it
will display the startup menu anyway. This could allow the user access to the
"backdoor" methods described above. Therefore, using this option also sets a
system flag which makes the startup menu more difficult to use: if the menu does
indeed appear, its default choice is instantly chosen, then the menu immediately
vanishes. Under NT/2000/XP, this option immediately closes the Boot Loader
menu by automatically selecting the default choice Therefore, when using this
option on dual-boot systems where you always want NT/2000/XP to load, make
sure you have set NT/2000/XP as your default operating system in your boot.ini
file. This setting is ignored under Windows ME because that operating system
cannot boot to DOS.

Bootup: disable DOS breakout keys / disable all keys: In Windows 95/98,
DOS programs that run from the autoexec.bat file can create a problem, because
users can type Ctrl+C or Ctrl+Break to terminate those programs and gain
access to the DOS prompt. While such programs are active, users can also type
Ctrl+Alt+Del to restart the computer. To prevent the use of these keys, check the
box labeled disable DOS breakout keys. Or, if you want to completely disable
the keyboard until Windows loads, check the box labeled disable all keys. These
options will add commands to your autoexec.bat to monitor the keyboard; if the
computer has no autoexec.bat, no oversight is necessary so no commands are
added.

Usually, Full Control Internet can find your autoexec.bat file just fine, but if your
autoexec.bat file is not in the obvious location, you may need to create a
BDSAUTOEXEC environment variable, and set it to the full path and filename of
your autoexec.bat (for example BDSAUTOEXEC=e:\buried\autoexec.bat). This
will tell Full Control Internet where to find your autoexec.bat file.

These options are grayed-out if you have allowed the DOS start menu and
function keys at bootup (the checkbox directly above this one). They are ignored
in NT/2000/XP where DOS does not load before Windows.

Get user's logon name from environment variable: At startup, Full Control
Internet looks for the logon name of the current user in the Windows-standard
way. However, some older Novell networks are not fully Windows-aware and do
not place the user's logon name in the standard place. To address this, Full
Control Internet can get the user name from the FULLCTL environment variable
instead. Of course, you will need to modify your logon script to place the current
user name into this environment variable at logon.

Get user's FCI group from environment variable: If a user's logon name is
not explicitly listed on the Users screen, and this box is checked, Full Control
Internet will look for the BDSGRPENVAR environment variable to see which
group's settings should be used for this session. For example, at logon you
might use your login script to set the BDSGRPENVAR to the name of this user's
Novell network group. If Full Control Internet has a group of the same name it will
use that group's settings during this session.
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Get user's FCI group from network domain rights: If a user's logon name is
not explicitly listed on the Users screen, and this box is checked, Full Control
Internet will query the NT/2000/XP Domain Controller for a list of network groups
in which this user has rights. These domain-group names are compared to the
names of the Full Control Internet groups as listed on the Groups screen. Full
Control Internet's groups are numbered; the user is given the settings of the
group with the highest-numbered matching name.

If the network domain rights box is not checked, a user who is not listed on the
Users screen gets Default Group settings.

Check this box if your computers are on a domain-based network. That way, you
need only enter your users in the usual Microsoft way -- you don't need to also
list them with Full Control Internet. When you change or delete a user in your
domain, that change is immediately reflected in Full Control Internet.

What if this box is checked for a non-networked (or peer-to-peer networked)
computer? The computer tries to find a Domain Controller, it can't find one, no
domain groups match, so the user gets the Default Group settings. It takes a few
seconds for a 95/98/ME computer to figure out it's not on a domain, and during
this period the computer locks up. This is harmless; it unlocks as soon as the
network query is complete, and it is only an issue on a 95/98/ME computer. An
NT/2000/XP computer can figure this out instantly, so there is no lockup.

If you must have this box checked on non-networked computers (for example, so
you can use just one clone file for all your computers), one way to avoid the
network query (and the lockup) is to configure the individual computer to skip this
step. NT/2000/XP computers never lock up but it could be handy on your non-
networked 95/98/ME computers. To do this, set the environment variable:

BDSGRPDOMAIN=FALSE

Doing this on your non-networked 95/98/ME computers allows you the simplicity
of using the same clone file for all your computers regardless of their
network/domain situation.

Set to "zero minutes remaining" at startup: Check this box to have "zero time
remaining" at startup. This is useful if the time on a computer is sent in as
needed using the Remote Administration Manager or another system which can
send time to Full Control Internet from the outside, for example a bill acceptor or
smart-card reader. You can turn the computer on at the start of the day, yet no
one can use it until time is sent to the computer externally.

Logon Validation: When Full Control Internet starts, it can examine the
Windows logon name as given by the user at the regular Windows logon screen
when Windows started. If an invalid name is detected, Full Control Internet will
logoff Windows. This is a useful feature if you don't have centralized network-
based logon validation (through Netware, NT/2000/XP, etc) or if you prefer
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validation that will continue to work if your server or network goes down.

If you have checked Enhanced startup protection and Safe Mode password
control on the Setup tab, the validation is tested as soon as the user tries to log
on, that is, before the Windows desktop appears. If you haven't checked this
box, the logon validation is tested after the desktop appears, when Full Control
Internet starts.

There are three ways that Full Control Internet can validate the logon name. You
can use one or more of these tests.

With Full Control Internet: To log on, the user must give a logon name which is
listed on the Users screen. If this is checked and the user gives an unlisted
name, Full Control Internet logs off Windows. If the user hits Escape or
otherwise cancels the Windows logon process, no name is given so (again) Full
Control Internet logs off Windows.

With Windows: To log on, the user must give a name which is known to Windows
as a valid logon name, that is, a name that has previously been set up through
the Windows logon mechanism. If this is checked and the user name was set up
less than 30 minutes ago, or if the user hits Escape or otherwise cancels the
Windows logon process, Full Control Internet logs off Windows. All valid names
are listed in the system.ini file under the [Password Lists] section. This section
shows the password-list file associated with each valid logon name, so to make a
name invalid remove the name's line from this section and delete its password
file. This option is ignored under NT/2000/XP, which does not allow invalid
logons.

With Network Logon: If you have a network with a Netware or NT/2000/XP
server, check this box to ensure that users cannot ever get past the Windows
logon unless they are validated by your server. This is especially useful on a
Windows 95/98/ME computer, because on such machines even if the logon fails
Windows may still allow access to the local computer. This option will work with
NT/2000/XP server validation, and many recent versions of Netware.

If either of the first two boxes is checked, it's probably a good idea to set Full
Control Internet so it does not let the user press Escape at logon. If the third box
is checked, it is a good idea to allow Escape at logon, as many network logon
programs make use of the Escape key. Full Control Internet ensures that this is
done in a safe way.

At Forced End Of Session: Full Control Internet can force a session to end for a
number of reasons: inactivity timeout, user time limits, blockout periods, or a
remote command sent by the Administration Manager. What should happen
when this occurs? Choose whether to logoff that user, shut down the computer,
or display a "no time left" screen. If the "no time left" screen option is chosen,
and the computer continues to run (useful to allow the user to add time to this
session, or to send more time with the Administration Manager), should Full
Control Internet close all managed applications? Or close all applications,
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managed or not? Should the "no time left" screen include buttons which allow
the user to log off, shut down, or unlock the workstation? Set these options here.

What if you choose the shutdown or logoff option, and you set Full Control
Internet to always "run securely at startup” (see above), and your system runs
out of time? That is, if Full Control Internet shuts down or logs off as soon as you
start the computer, how do you change the time settings? Not to worry. If at
launch there is zero time available, and Full Control Internet is set to logoff or
shut down, it will pause an additional 20 seconds specifically to provide an
opportunity to get into setup mode. Click on the tray icon to display Full Control
Internet's popup menu, then choose the menu's Setup Mode option. If the tray
icon is hidden, use the hotkey or run Full Control Internet's companion Reset
program to access the setup options. The password screen will appear. While
the tray icon's popup menu or the password screen is displayed, the logoff or
shutdown procedure will be paused. And if you give the setup password and go
into setup mode, the logoff or shutdown procedure will be stopped, leaving you
free to make your configuration changes.

Forced-shutdown method: There are three ways that Full Control Internet can
shut down the computer. The most secure method is labeled here as Strong. It
forces other programs to exit and guarantees a secure shutdown. However,
some computers hang at shutdown with the Strong method. If yours is one of
them, try the Medium or Soft methods. In the Medium method, Full Control
Internet "requests"” that other programs shut down at exit; if any other program
refuses, the computer does not shut down. The Soft method asks Windows to
do the shutdown; Full Control Internet then steps back and waits for Windows to
handle it all.

Event Log Tab

w» System Setup (2]

Use this tab to indicate the events to

Setup | Seouily EventLog | Remote Management | Rolback |

~ What To Log

IV General session and user events

I¥ Launching and moritering managed applications

IV Launching and meritoring ather [norrmanaged) applications
I¥ Aotive fareground progiam

I~ Wb browser activity [page URL and litle)

¥ File and folder access deried: unauthorized access attempts
IV windaw Contiol events

¥ Password status: legal password updates and unauthorized usage attempts
I¥ Checkpoint and rollback events

I™ License status changes

IV Typed kepshiokes

— Diagnostic Snapshots

" Saveupto [30 | snapshat files to this folder: [C:\PROGRAM FILES\FULLCO Browise

0K | Concel | Help

log. Events are sent to the Remote
Administration Manager for logging. If
there is no Internet connection to the
Remote Administration Manager, or
the connection is temporarily
unavailable, logging records are
temporarily cached locally. Full
Control Internet keeps checking for an
available connection to its Remote
Administration Manager and the
cached log records are sent as soon
as this is again available.

What To Log: Check the events you want logged. You can log these events:



General session and user events: Each time Full Control Internet started or
shut down, entered or exited Setup Mode, or encountered certain error
conditions.

Launching and monitoring managed applications: Each time a managed
program is started or terminated. Termination could be forced or voluntary.

Launching and monitoring other (hon-managed) applications: Each time a
non-managed program is started or terminated. Termination could be forced
or voluntary.

Active foreground program: Checking this box will log the program name,
window title and amount of time of every window the user actually worked in,
S0 you can see where they actually spent their time. Foreground times of
Web browser windows will be logged if the Web browser activity box (below)
is also checked.

Web browser activity: Each time a browser accesses a webpage. Logged
information includes the title, URL and amount of time on that page. The
amount of time during which the browser window was the active foreground
window will be logged if the Active foreground program box is also checked.

File and folder access denied: Check this box if you use Full Control
Internet's File Control feature, or the Allowed Folders option of the Window
Control feature. When using either of these features to limit file access,
some programs (and users!) may still try to manipulate read-only files, write
to invisible directories, etc. Full Control Internet can log these invalid access
attempts. A list of these events can be very useful. For example, if a
program doesn't run correctly, perhaps it needs access to a protected file.
The access-denied reports will show this readily.

Window Control events: When the Window Control discovers a window it
needs to manage, should that be logged? Also, check this box to send
Window Control Alerts to the Remote Administration Manager. Alerts can
pop up a message, play a sound, or send an email to tell the administrator
about the condition.

Password status: Check this box to have Full Control Internet log each time a
password was changed, and each attempt to use an invalid password.

Checkpoint and rollback events: Log when a Full Control Internet saves a
checkpoint or rolls back to a previously saved checkpoint.

License status changes: Check this box to have Full Control Internet log
each time the computer is licensed or unlicensed, whether this is done locally
or by the Remote Administration Manager.

Typed keystrokes: Check this box to have Full Control Internet log all keys
typed by the user into any Windows program.
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Diagnostic Snapshots: Full Control Internet can take "snapshots" listing all
running applications in great detail. For each running process, they show the
windows opened, the primary file's date and size, the product name, version,
company, copyright information, and description, the threads created, any other
modules (files) loaded, and the amount of memory used. It lists every running
program and system component, even hidden programs that won't show up on
the Close Programs (Ctrl+Alt+Del) screen.

If checked, Full Control Internet will create a snapshot file about once a minute.
It will save as many snapshot files as you want, up to 99 files. If the maximum
number of files have already been created, it will delete the oldest file to make
room for a new one.

This is a useful tool for diagnosing a computer that is behaving oddly, or crashing
for no apparent reason. When the odd symptoms appear or when the computer
crashes you'll have a minute-by-minute record of every application's state leading
up to the problem. Snapshots are saved as plain-text files so they can be
accessed even if Windows won't run.

Diagnostic snapshots can also be requested and viewed from the Remote
Administration Manager.

Remote Management Tab

s System Setup == This tab lets you set up features
Setup | Securty ] Event Log  Remale Management | Rolback | which provide network-based remote
[ configuration and application control.

If you give a port and P address here, Full Control Intemnet will cornnect to Fiemote Administration
Manager at startup for rmote management and clane Updates

Remots Administration Manager port 0 andiPaddess | 0 [ 0 [ 0 [ 0 Remote Administration: List the
P port and IP address of the Remote
 Logof st Administration Manager overseeing

" Shut down the computer

s BI| this computer.  The easiest way 1o

get this port and IP address is from
the Remote Administration
Manager's Communications Ports
[ And IP Address dialog.

Clone s can update other computers, | Expott CloneFil_] [ Import Clon Fie |

~ IP Address

This computer's IP addressis:  |192,168.1.21

Here you also can indicate how you
= 1 e= | % J| \yant Full Control Internet to behave
if it is unable to connect to the Remote Administration Manager. It can simply
close Full Control Internet (leaving the computer unprotected), logoff, shut down,
or use its previous settings to run under local oversight. Under local oversight, it
can (as usual) choose the group based on the user who has logged on, or for
added security it can use the settings of a specific group, perhaps a group with
very restrictive settings. If it runs under local oversight it will periodically attempt
to reconnect with the Remote Administration Manager. When it does, it will
upload its log records and otherwise catch itself up with the central server.
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IP Address: For convenience, this computer's IP address is listed here. If you
use network address translation, this is the local masqueraded address, not an
address visible to the Internet at large.

Export Clone File: Clicking this button sets up to create a clone data file. The
file will be created when you click OK to exit from the System Setup screen. By
default it is named clonefci.bds and is in the Full Control Internet directory. This
file contains all the data that defines this computer's configuration, and any
display restrictions, per-group settings, or other features you have set up to
control which managed programs or groups are controlled on what computers.
Cloning is further described in How To Clone A Computer.

Import Clone File: Clicking this button sets up to read a clone data file and
update the current computer's configuration. The file will be read when you click
OK to exit from the System Setup screen. It's sometimes useful to be able to
instantly update the current computer.

Full Control Internet can read Full Control 2 clone files manually via the Import
Clone File button. The old-style clone's settings will be converted automatically
as they are read. We strongly suggest that you study the results to ensure that
the automatic conversion meets your needs. After confirming the settings, you
can export them as a new Full Control Internet clone file which can be
automatically distributed in any of the usual ways.

Per-user workstation unlock passwords (set from the Tray Icon) are valid only on
the one computer where they are entered. They are not cloned, and do not carry
over when a new clone is read.

Administration Manager note: Clone configuration files can be created and
managed from the Remote Administration Manager. When using the Remote
Management tab from the Administration Manager, the Import and Export
buttons are disabled, since importing and exporting are done from the main
Configuration screen.

Licensing note: If this computer connects to the Remote Administration
Manager, its licensing information can be obtained from there. That is, if you list
the port and IP address of the Remote Administration Manager that will be
overseeing this computer, and if you enter into the Remote Administration
Manager your license number(s), the Remote Administration Manager will
distribute licensing information to the connected computers that it oversees.

Checkpoint / Rollback Tab

Ever had your system trashed by a misguided user, or a piece of software that
changed your Registry or other system files, and left the computer a mess? Ever
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think, "if only I could roll back the files to the way they were before?" That's what
the Rollback tab is for. Full Control Internet can save system-file checkpoints on
your schedule. These checkpoints are available if you need to do a rollback.

ZRiReSE ERd  Use the top half of the Rollback tab to
R e list the files you want backed up when
Checkpointfolder: [CNEARDDNWAPPSYATAFUINE Tvcheckpts e Full Control Internet saves a

~ Save Checkpoirt

™ At every statup
T wzekly at startup
-

Dot checkpoint. Give the checkpoint
Eiﬁiﬁﬁﬁ : folder to which they should be saved.
EANDDWE N When you install Full Control Internet,
Fiename | erome | a starter list is provided, containing
g | e ] Bt typical system files which are often
- Patem A Flbask useful to protect. The
checkpoint/rollback feature is primarily
intended to back up system files, but
Fertom s Ralback you can add any file you like to the
list. For example, you might want to
[ o J == | we || search your system for *.PWL files
(Windows password lists) and add any
appropriate ones that turn up. Or consider adding various drivers and other
support files.

A checkpoint can be saved automatically at every Full Control Internet startup, or
once a week at startup, or every 30 days ("monthly") at startup, or at the first
startup after any listed file has been modified, or when you click the Rollback
tab's "save checkpoint now" button.

When Full Control Internet "saves a checkpoint” it creates a new subdirectory
under the designated checkpoint folder and copies all listed files to it. The files
are not compressed or modified. This means that if necessary, you can get to
them from DOS and restore them to their original location with DOS commands
... very handy if your computer won't boot Windows! Since the files are saved
with their original attribute settings, you may have to use the DOS command
ATTRIB so commands like DIR and COPY can see them. For example, the
Registry (*.dat) files have the attributes of hidden, system, and read-only, so
you'd use the commands ATTRIB -H -S -R USER.DAT and ATTRIB -H -S -R
SYSTEM.DAT to make them visible.

To perform a rollback, select a date/time checkpoint from the list in the bottom of
this screen, then click the rollback button. You will see a list of the files which
were saved at that checkpoint. Choose the files you want to roll back.

Full Control Internet has two ways it can "roll back" a file. It can simply copy the
file back to its original location, or it can use a more elaborate file-restore method
involving batch files, your autoexec.bat, and a reboot. The second method is
useful for system files that cannot be restored while Windows is running.
System-type filenames invariably conform to the old DOS 8.3 naming convention,
so if a chosen file's filename is bigger than the old DOS 8.3 format, it isn't a
system file and Full Control Internet always "rolls it back" by just copying it to its

35



original location. Files that fit into the old 8.3 format might be system files, so
they are examined more closely. Full Control Internet knows about many types
of files. For example, it knows that it can simply copy your autoexec.bat and
config.sys files, but it needs to use the more elaborate method to restore your
Registry files. If it can't tell what to do about a particular file, it asks. Full Control
Internet can use either method to restore files under Windows 95/98. Under ME
or NT/2000/XP, it uses only the first method, due to the lack of any automated
method to temporarily go to DOS. Note that Windows ME and XP have their own
built-in rollback mechanisms which may be useful under certain circumstances.

The Remote Administration Manager can tell a networked workstation to save a
new checkpoint, or restore a saved checkpoint, by sending a message to that
computer.

Perform A Rollback: Select an existing checkpoint, then click the "perform a
rollback” button on the Rollback tab of the System Setup screen. On the screen
that appears, choose one or more files that you want to "roll back" to the previous
version. Click a filename in the list to select it. To de-select a selected file, click
its name again.

Group Setup Dialog

Full Control Internet looks at the name of the user currently logged in to Windows
or can get the user name from an environment variable. This user can be
validated at logon to ensure authorized access. If the logged-on user is listed in a
group the group's settings are put in place for that user. For users not listed in a
group, Full Control Internet can choose a group based on the user's network
domain rights or on an environment variable (both set on the Security tab).
Otherwise, users get Default Group settings. Or you can set up Full Control
Internet so unknown users are not allowed to log on at all.

Note that you don't have to tell Windows to save a different configuration for each
user. All that is needed is to have Windows display the logon-name screen itself.
Full Control Internet will then apply its own settings for that user.

To set up these options, launch the Group Setup screen from the Configuration
screen.

The Group Setup screen has seven tabs:

Access: program management, time limits, and user options

Managed Programs: applications with time limits and other controls
Interface: hide desktop icons, drive/network access, wallpaper

Input Control: Start button, keyboard, mouse, and inactivity restrictions
Time Control: timeouts and blockouts

Window Control: close or manipulate any window when it appears
File Control: make files and directories invisible or read-only
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Access Tab

T This tab lets you set the group name,
Aceess | anaged Programs | Irterface | Input Cantrol| Time Cantial | Windaw Cariral| File Cantrl | .

A management options, and ways that
['D”“‘"G”““ re ‘ programs will and won’t run when
Cireyoteton |t | o || 12UNCheEd by users who are members of

& Allaw only those applications on Alowed Window Tilles | Contiel Leve i

SRS i © this group.

 Spstem stabilization: allow all current apps, cannat instal o run new apps
U Group Name / Number: This is the

I oraemeeeas o amere oot nogan s name by which the group is identified.

,l;;u;::grzn;i:j;"r:gcl::nz::Z::;;nammumsmeens\ze[canheu:umzad\lnexlhnx\schecked] YOU Can rename a group at any tlme

¥ Disable launchin . — Alowed DO Applications . .

o e B et The Group Number is displayed here

IV Disable all Registry editing tools computers on

) St o) Kzl for reference. Full Control Internet uses

™ Don't play menu and warning sounds are ignares .

o Tk e i the Group Number if the logged-on user

T not listed in a group and you have
told Full Control Internet to choose a

group based on the user's network domain rights (this is set on the Security tab).
The Group Number can be changed on the Groups screen.

Applications Allowed To Run: Full Control Internet can restrict the programs
which can be run by members of this group. Applications listed as Managed
Programs are always allowed to run, subject to their individual time and
password restrictions. But what about non-managed programs? Indicate here
how you want them treated.

- If you Allow any application to run there are no restrictions on non-managed
programs (other than the box just below here, labeled Disable launching DOS
applications). If allowed, non-managed programs are logged, but no time limits
are enforced against them.

- If you Allow only those applications on the Managed Programs and Allowed
Filenames/Titles lists you can control exactly which non-managed programs can
be run. Use the Allowed Filenames button to list the full name with the path, or
just the file name itself (for example c:\windows\sol.exe vs. sol.exe). Listing the
full path is more secure; listing just the filename is easier. If you select the
Lenient option (see below) you can also list allowed programs by window title on
the Allowed Window Titles button. Remember to list all applications run
automatically at startup, in addition to applications your users can run. If you
clone this computer the resulting clone file will include all the allowed filenames
and window titles you entered here; the list is transferred with the clonefile to new
computers (compare this to the System Stabilization option). Strict/lenient
applies when you use this option.

- if you use the System Stabilization option, Full Control Internet automatically
generates an Allowed Filenames list of every program on a visible "letter" drive,
including programs on mapped drives. These programs are allowed; new
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programs cannot be installed or run. If you clone this computer the resulting
clonefile will NOT include all the allowed filenames and window titles you entered
here; the list is rebuilt separately on each computer as needed (when first
installed, when exiting from Setup Mode, or after the Administration Manager
remotely "Runs A Program" and temporarily "Disables security control" while
doing so0). So, even if your computers are not identical, you can stabilize all your
computers with one clonefile (compare this to the previous option). Strict/lenient
applies when you use this option. For programs run from a network share, if
using Lenient, all such programs are allowed, if using Strict, the only network
programs allowed are those you listed on the Allowed Network Apps screen.

Launch Control Level: If you control the applications allowed to run, when the
user tries to launch any other program, Full Control Internet will not let them run.
In doing so, should Full Control Internet be strict or lenient about such programs?

Strict: This is the tightest possible control. The only programs that can be run by
this user are Full Control Internet managed programs and those listed under
Allowed Filenames or Allowed Network Apps. Full Control Internet sets certain
low-level Windows options when this user logs on, and clears them when Full
Control Internet exits at this user's logoff. But if for any reason Full Control
Internet exits abnormally, the Strict low-level "don't run" settings will still be in
place, and almost nothing on your computer will run. If this happens, Full Control
Internet provides a number of recovery options.

Lenient: This option isn't as strong as Strict method, but it does not create any
low-level restrictions. Instead, Full Control Internet itself looks at all new top-level
windows. A window owned by another window is ignored (for example a Save
As dialog). If the window's title doesn't match any entry on the Allowed Window
Titles list, or any filenames on the Allowed Filenames list, the window is
terminated. Use the Allowed Window Titles button to list the titles of windows
that are allowed to run. To add a titlebar name, give the exact (case sensitive)
title bar text of allowed windows. You can use * and ? wildcards freely when
giving the window title. Full Control Internet will also allow any window from a
program on the Allowed Filenames list. If you use the System Stabilization option
all programs run from UNC network shared folders are allowed.

How To Get Full Control Internet To Totally Ignore A Program: There's
another use for the Allowed Filenames and Allowed Window Titles lists. When
you add an item, if you check the "treat as a system component" box the
program will be completely ignored by Full Control Internet, as if it were a system
component such as the Taskbar or desktop. Sometimes it's useful to treat
certain programs this way, for example a fax monitor, proxy software, antivirus
application, or other system-level program. To leave such a program completely
undisturbed by Full Control Internet, list it as an Allowed Application, and check
the “system component” box on the add-entry screen. You'll generally list it by
filename, but you can also list it by window title.

User Management: These settings let you customize the way in which Full
Control Internet runs programs.
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Lock CD drive door: Check this box to help prevent valuable CDs from walking
away from the computer. In Windows 95/98/ME, the drive locks when the CD is
inserted. In Windows NT/2000/XP the door is locked whether or not a CD is
present.

Single program mode: If checked, when the user launches a managed program,
any other currently-running managed program will be forcibly terminated.

Maximum screen size: Check this box to ask managed programs to run in a
maximized window that covers the entire screen. Most programs comply with
this request. This can help discourage the temptation to launch other programs
before exiting from this one.

Can be iconized: Check this box to allow managed programs to be minimized to
the taskbar.

The difference between the "maximized" and "iconized" options is this: the
"force maximize" option forces managed programs to run fullscreen at all
times. The "can iconize" option allows programs to be minimized (become
iconic). A fullscreen program can be minimized, if the "can iconize" box is
checked.

Disable launching DOS applications: Check this box if you do not want to allow
members of this group to run any DOS programs. However, to let members of
this group run particular DOS applications when DOS programs are disabled,
click the Allowed DOS Applications button and add the full-path filename of each
"exception" to the list, then set up those DOS applications to run through the
companion fcRunApp program.

Browser displays only allowed websites: If you check this box and a browser
displays a webpage that isn't on the allowed-websites list, the browser will be
closed. Click the Allowed Websites button to add to this list. You can add URLs
or website titles. Full Control Internet tries to match your text against the URL
displayed in the browser's URL line, and also against the titlebar text at the top of
the browser's window. If either one matches, that website is allowed. Wildcard
characters can be used freely when you give your allowed websites. In
particular, asterisks are very useful. For example, *bardon* will allow titles like
"Bardon Data Systems Website" as well as URLSs like
"http://www.bardon.com/fullctl.htm/". Another example is *microsoft.com/technet*
which will match the URL of a particular section of Microsoft's website. Notice
how the asterisks are used at each end of these examples. Asterisks match any
number of characters, so they will allow any text before "your" text, and any text
after it. You can freely include any number of wildcards (asterisks and question-
marks) anywhere in your exception, even in the middle. Also, it's not case-
sensitive. Notice how exceptions with dots and slashes
("*www.bardon.com/fullctl.htm*") will generally match only URLs, and exceptions
with embedded spaces ("*Bardon Data*") will generally match only titles. This
option works with Netscape or Internet Explorer version 3 or later.
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Disable all Reqistry editing tools: With this box checked, the user cannot run
regedit.exe, regedt32.exe, and similar registry editing tools.

Server-based time/logon management: If this box is checked, the Administration
Manager will save that user's time and restore it to the remote computer when
that user logs on next time. For example, let's say a group gives its users 60
minutes per day, and a member of that group is active for 20 minutes at
Computer 1, then logs off. When that user logs on to Computer 2 under the
same name, the Administration Manager will reset Computer 2 so it has only 40
minutes remaining. The Administration Manager will also make sure that this
user can only log on to one computer at a time. The Administration Manager
must be running to coordinate these features.

Don't play menu and warning sounds: Check this box to disable the "click" menu
and button sound, and all other sounds generated by Full Control Internet.

Play warning sound: Do you want Full Control Internet to play a warning sound
before this user runs out of time? The sound is played at the same time the
user-time warning screen pops up. If no managed program is running at the
warning time, no warning sound is played.

Clone Display Restrictions: Will you be cloning this computer's Full Control
Internet setup? If so, you may want to click this button and use the Display
Restrictions screen to list by name the computers on which this group's settings
should be considered at logon. Or if it's easier, list the computers on which it
should not be considered. Or give a file name; if the file is present (and
optionally, if the file's contents match), the managed program will be monitored.
See the Display Restrictions page for more information on this.

Managed Programs Tab

"Managed programs" are applications
Acsess  Managed Progiams | Interfage | Input Coniiol | Time Contiol| Window Control | File Contiol | set Up on th|S group|s Managed
Programs tab. They can have a time
limit, password, and other access
configuration options. You can list
any Windows application. However, a
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Clone Display Advanced
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DOS application cannot be listed as a
managed program. The companion
fcRunApp utility provides a managed
way to run DOS programs.

Full Control Internet monitors all
system activity. As the user runs
programs (from the Start button,

Explorer, or in any other way) Full Control Internet looks at them. If any



application is on the managed programs list, Full Control Internet applies its
associated settings: password, time limits, and so on.

To set up a managed program, give the Executable File and a Program Label
text for this application, then click Add. If desired, you can also give a password
and other settings for this application.

To delete an application, select it from the list and click the Delete button. To
change an application's settings, select it from the list, change its information,
and click the Change button.

A program not listed here can be launched only if the "Applications Allowed To
Run" section of the Group Access tab has been set up to permit this.

Other ways to customize the behavior of managed programs are described under
Display Restrictions and Advanced Program Settings.

Applications List: The list at the top of the screen shows all managed programs
for this group. Following each application's name is a set of letters, enclosed in
angle brackets. These letters indicate the Restrictions and Advanced settings for
that program. Of course they aren't as detailed as the Restrictions and
Advanced screens themselves, but they are handy to quickly see which flags are
set. The one-letter codes are as follows:

P: This program has a password

R: Clone display restrictions are set

W: Show warning screen for timeout warning

S: Play warning sound for timeout warning

A: AutoRun this program at user logon

O: Allow only one copy of this program to run at a time

K: AutoRun, then keep it running until user logoff

T: Don't terminate program at user timeout

N: No file control while this program is the active window
F: Custom file control while this program is the active window
X: Identix biometric validation required to use this program

Move Up / Move Down: Use these buttons to change the order of the
applications in the list.

Program Label: The text used when referencing this program on the tray icon
menu, and for logging and other internal recordkeeping and tracking purposes.

Executable File: The full path and filename of the program. Whenever the user
launches a new program, Full Control Internet will compare its filename to the
names on this list. If a match is found, Full Control Internet will apply that listing's
program-management settings to the new window.

The filename given here must be the actual executable file, not a Shortcut to the
program. One way to get the executable file from the Shortcut is to click the
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Browse button, then navigate to the Shortcut and select it -- the actual
executable program filename will appear as the Executable File. Another way is
to right-click on the Shortcut, select Properties from the pop-up menu, and get
the target filename from the Properties screen.

Password: Will a password be required to run this program? If so, list it here.
The case sensitive setting of the Security Settings tab controls whether this
password is case sensitive.

Minutes Until Warning: The number of minutes from the start of the managed
program until the warning message is displayed. Set this to zero if you don't
want any warning message for this program. You can also turn off the warning
message for this program by un-checking the Show timeout warning screen box
in the Advanced Settings dialog. Un-checking that box will also stop any User
Timeout warning screen from popping up while this program is active, useful for
fussy games that take over the screen and don't like external dialogs popping up
while they are active. Setting this Minutes Until Warning to zero has no effect on
the User Timeout warning screen.

Minutes Until Termination: The number of minutes from the start of the
managed program until the program is terminated. It must be a larger number
than the Minutes Until Warning. For example, you might set 10 Minutes Until
Warning, and 14 Minutes Until Termination. Set this to zero if you don't want any
time limits for this program.

Minutes Until Restart Permitted: It's sometimes useful to be able to set a
"waiting period" before an application can be restarted after termination. For
example, if a parent sets up Junior's game with 30 Minutes Until Termination,
what's to prevent Junior from simply restarting the game right away? To take
care of this, set 60 Minutes Until Restart Permitted and Junior will have to do
something else for an hour. Maybe even homework....

Advanced: The Advanced Settings button lets you provide further
customizations. You can provide a customized warning message, choose a
timeout-warning sound, and change a number of options which modify the way
this application launches and terminates. You can also copy this managed
program setup to other Full Control Internet group configurations. (The
Advanced settings are described in detail elsewhere in this documentation.)

Advanced settings can only be changed for an existing managed program. To
set these options for a new managed program you must first Add the program
using only the basic settings, then re-select the new program in the list at the top
of the page, then click the Advanced button to change those settings.

Clone Display Restrictions: Will you be cloning this computer's Full Control

Internet setup? If so, you may want to click this button and use the Display

Restrictions screen to list by name the computers on which this managed

program should monitored. Or if it's easier, list the computers on which it should

not be monitored. Or give a file name; if the file is present (and optionally, if the
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file's contents match), the managed program will be monitored. See the Display
Restrictions page for more on this.

Interface Tab

This screen lets you specify how Windows will look and act whenever a member
of this group is logged on. (Related settings can be specified on the Input
Control tab.)

Wallpaper: Check the box if you want to force the background wallpaper to
remain at your chosen setting while this user is logged on. Give the bitmap file
name, and check the "tiled" box if you want to tile the wallpaper. If you want to
set to "no wallpaper" check the "force wallpaper" box and leave the bitmap file
name blank.

Display Control: These checkboxes control the Windows desktop options which
are available to the user.

Hide all desktop icons: If this is checked, all desktop icons are made invisible.
They reappear when entering Setup Mode or at Full Control Internet's exit.

Hide the Taskbar: If this is checked, the Taskbar and Start button are made
invisible. The Start menu and Tray are unavailable.

TR =z Disable all desktop icon changes: If
Acoess | Managed Frogiams  Iterface | input Contiol | Time Control | Window Control | Fie Control thlS iS CheCked, the user cannot move
7ﬁa“::::‘wa\lpeuertwlhw’i\? [e-\windns igzag bmp _Biowse | 2 Tiked or rename any deSktop icons.

Desktop drag/drop changes are also
e s st disabled, which means that new items
(= el cannot be added by dropping them
il e onto the desktop. Disabled icons can
P Costiocoidm e still be used to launch programs, they
just can't be moved or renamed; to do
7ID— H\:eEnulle:‘:t:vj:kinNelwolkNe\ghbolhoad that’ use the "LOCk deSktOp |C0n5"
et option (below) to set important
F o o et P[] desktop icons so they can't launch
programs.
[ ok ] comwel | Hem |

Note that this option does not disable
the icon right-click menu; to do that, and completely lock down the Desktop, you'll
also want to check the option on the Input Control tab labeled "Lock down
Windows Explorer, the Desktop, and open/save screens."

Disable Active Desktop: If the computer has Windows 98 or Internet Explorer, the
user can turn the entire desktop into a web browser. Check this box if you don't
want to allow Active Desktop to be used. When checked, Full Control Internet
monitors for Active Desktop activity, so if a user turns on Active Desktop, it is
forced off again.
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Close Printer windows: This controls the ability to add, delete, or modify a printer.

Close Control Panel windows: This box disables access to Control Panel and
Control Panel applets.

Lock Desktop Icons: A "locked" icon is visible, but completely dead. Unlike the
"Disable all desktop icon changes" option (above), clicking on a locked icon will
not run its program. It cannot be opened, selected, activated, deleted, moved, or
changed. Full Control Internet provides the ability to lock these particular
desktop icons because these are the ones that cannot be simply removed from
the desktop, as a normal Shortcut can. For convenience, there are checkboxes
for locking typical common icons, however you can use the "Lock Other Icons"
button to lock any desktop icon by giving its name. (The "name" is the text
displayed under the desktop icon.)

Drive/Network Access: These options control access to files, folders, and
printers. Check the first box to hide the Entire Network icon in Explorer and
Network Neighborhood; check the second box to hide workgroup members in
Explorer and Network Neighborhood. (That is, check both boxes to hide
everything.) If you don't want to allow users to modify the existing file or printer
sharing settings, check the third box.

Check the fourth box to hide the drives whose drive-letters you specify. The
listed drives and their folders will not be shown in Explorer, My Computer, or
Windows-standard Open/Save dialogs unless explicitly specified. The drives and
files are not themselves made invisible; only their listings in Explorer, My
Computer, and Windows-standard Open/Save dialogs are hidden. It's like an
unlisted phone -- the number isn't in the book, but it will still ring if you call it. This
is a fairly good way to remove obvious sources of temptation, and sometimes
that's all you need. However, even if (for example) the C drive is controlled
through this option, a user can still save a file to c:\\somedir\myfile.txt by simply
typing the full path into the Save dialog. And if Explorer is explicitly told to open
on to a hidden drive, that drive will be displayed. For a much stronger "invisible
files" mechanism, consider the File Control feature of Full Control Internet, which
makes files and folders so totally invisible that not even Windows itself can see
them. You can give systemwide restrictions on the File Control tab, or per-
program file control restrictions from the Advanced screen of the Managed
Programs tab.

The fifth box is labeled "Clear all File Control settings while screen saver is
active." Some screen savers do actual work while they are active, such as
defrag the hard drive or test for viruses. Check this box if you use such a screen
saver and want to give it access to all files. File Control settings will be
temporarily suspended whether they are global settings from the File Control tab
or per-program settings from the Advanced screen of the Managed Programs
tab.
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Input Control Tab
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Network Drive. In addition, Full
Control Internet can disable the right mouse button and Delete key in Netscape
or Internet Explorer (version 3 or later). All these features can provide "back
door" access methods to your computer.

End session if no keyboard or mouse activity: Like a screensaver, Full Control
Internet can test for inactivity. It can log off the user, shut down the computer, or
display a "no time left" screen with the options specified on the Security tab.

Lock down Windows Explorer, the desktop, and open/save screens: If checked,
Full Control Internet will disable Delete and Cut from Explorer's menu or toolbar,
or from the keyboard. It will also look for certain Explorer-related window titles
and cancel them when found, so as to disable their function (Confirm File Delete,
Confirm Folder Delete, Folder Options, Internet Options, Customize, Confirm
Multiple File Delete, Find, Map Network Drive, and Create Shortcut, however if
there is a Window Control for any of these, the Window Control takes
precedence). It will also disable right-mouse-button context menus which, if
uncontrolled, can allow the user to run applications, delete and rename files, etc.
In NT/2000/XP, checking this box will also close the Task Manager. Disabling
these makes Explorer safer. This also prevents using the Delete key and right
mouse button on the Desktop, in standard Windows Open/Save dialogs, and
most Microsoft Office applications. Note that if your goal is to completely lock
down the Desktop, you'll also want to check the Disable all desktop icon changes
option on the Interface tab.

Basic lockdown only: If checking the desktop/Explorer box causes any software
conflicts (unlikely, but this is Windows after all), use this fallback method which
monitors in a different way. The fallback method won't lock desktop icons, and in
Explorer it won't catch the use of Cut, and it takes a fraction of a second to catch
Delete. During the first few seconds after it is launched, Full Control Internet
always uses this "fallback" method.
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Lock tray and QuickLaunch icons: Some programs put small icons in the
taskbar's "tray" area (next to the clock) or "Quick Launch" area (next to the Start
button). Check this box to disable all these icons. (Full Control Internet's tray
icon is not available either, so to enter Setup Mode you'll need to use the hotkey
or the Reset Mode option.) Note that the clock's Date/Time Properties screen
can be disabled elsewhere in Full Control. You can also prevent the clock from
being displayed on the taskbar at all.

Prevent World Wide Web browser from accessing the local filesystem: Web
browsers can be used to get into the computer's file system. Check this box to
prevent browsers from showing files or directories on the local hard disk or
network. It will be forced back to a valid website, or closed if no valid site is
available. This applies to Netscape and Internet Explorer version 3 or later.

Disable right mouse button and Delete key in World Wide Web browsers: As
with Windows Explorer, right-mouse context menus can allow a Web browser to
save files and otherwise access areas perhaps best left alone. Full Control
Internet can monitor Netscape or Internet Explorer (version 3 or later).

Disable Windows and Apps keys: These keys, found on most keyboards, can
launch Explorer windows, the Run dialog, the System Properties hardware setup
dialog, and more.

Disable CtrlI+Alt+Del: With this checked, Ctrl+Alt+Del is protected. If you have
listed a Ctrl+Alt+Del password, that password is required to use the Close
Programs box. If no password is listed, pressing Ctrl+Alt+Del has no effect at all.
Additionally, Full Control Internet supports Identix biometric fingerprint validation.
If a Ctrl+Alt+Del password is listed here and the Biometric Validation box is
checked on the Setup tab, an enrolled fingerprint must be provided to unlock the
session. If Identix validation is not installed, checking this box has no effect.

Start Button Options: Use these options to selectively disable elements found
on the Start button's popup menu. Note that in general these options disable
Start Button access to these Windows elements, not the elements themselves.
Full Control Internet provides other options to disable the elements themselves,
including options on the Interface tab, the Keyboard And Mouse options
described above, Window Control, and File Control. Some people prefer to use
these other options instead, and leave the Start button alone.

These Start Button Options change settings within Windows itself. Start button
restrictions are set into place immediately, but on some computers these settings
won't be cleared until the next logon. In particular, due to a bug in the Win98/IE4
taskbar, its Start button settings will only update at the next logon. With such
systems, you'll need to check the Enhanced Startup Protection box on the
Security Settings tab. This sets your chosen Start button options in place before
Windows builds the Start menu, so its entries will reflect your chosen settings.

Using any of these options will also disable the user's ability to move and delete
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entries on the Win98/IE4 Start menu itself.

Lock entire Start Button and context menus: When checked, the Start Menu
can't be opened. Clicking on the button does nothing, as do Ctrl+Esc or the
Windows keys. If you have hidden all desktop icons and the user double-clicks
on the desktop, the menu will appear briefly but will be immediately closed.

Clear the Recent Documents list at startup: When checked, the Start button's list
of recently used documents is emptied when Full Control Internet starts, or when
the administrator exits from Setup Mode.

Disable Logoff: When checked, the user cannot use the Start button's Logoff
command. Also see Tray lcon Logoff / Shutdown Passwords, below.

Disable Shut Down: When checked, the user cannot use the Start button's Shut
Down command, or the Shut Down button on the Ctrl+Alt+Del "Close Programs"
screen. Also see Tray Icon Logoff / Shutdown Passwords, below.

Disable Find: When checked, the user cannot use the Start button's Find
command. However, on many computers the Find command can still be used
through Explorer. To disable that route, check the Lock down Windows Explorer
box at the top of this tab.

Disable Run: When checked, the user cannot use the Start button's Run
command line.

Disable Settings menu Taskbar entry: When checked, the user cannot use the
Start button's Settings | Taskbar command to change Taskbar options or Start
Menu programs, nor can the user access this screen by right-clicking on the
taskbar to access its Properties menu item.

Disable Favorites, Windows Update, and Settings menu Folder Options:
Windows 98 and Internet Explorer add these entries to the Start menu. Favorites
provides access to entertainment and software-update options. Windows Update
allows users to arbitrarily download new system components and modify the
computer's configuration. Folder Options allows modification of a number of
system settings. If you'd prefer to focus user attention and update your systems
in a more organized fashion, check this box to disable these entries. Note: due
to Windows bugs, Windows 98 and IE4/5 rebuild the Start menu only at user
logon, so to disable these entries on Win98/IE computers you'll need to check the
Enhanced Startup Protection box on the Security Settings tab. This puts these
options in place before Windows builds the Start menu, so its entries will reflect
your chosen settings.

Tray Icon Logoff / Shutdown Passwords: If you have disabled the Start
button's Logoff or Shut Down commands, there is no Windows-standard way to
shut down the computer or log on as a different user. However, even when you
have disabled these you may sometimes want to provide this to certain users.
You can do this through the @ Full Control Internet tray icon's popup menu.
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When disabled, a password is required to use the logoff or shutdown items on
the @& Full Control Internet tray icon's popup menu. This could be the password
listed here, or the Full Control Internet setup password. If a command is not
disabled, the icon menu's logoff or shutdown do not require a password.

Time Control Tab

Cumulative Time: In addition to each program’s individual time limit, the group
itself can have a time limit, which controls the maximum time allowed for users in
this group. If desired, specify the maximum number of minutes allowed before
forced termination. You can change the number of minutes currently used by a
particular user from the Users screen.

When the user's time runs out, any active programs are terminated. By default, a
three minute "grace period" warning is provided to the user. However the grace
period can be changed to whatever you want. Setting it to zero will tell Full
Control Internet to give no warning before user timeout.

The time-limit option is very flexible. You can set this as cumulative time per day
or per week, in which case the maximum time is again available whenever the
time period restarts. Time per day restarts at midnight; time per week restarts on
Sunday at midnight. You can use the Managed Program tab's Advanced screen
to set any managed program so it continues to work for a timed-out user where
the computer is still running.

You can also set this as time per logon, in which case the maximum time is
available whenever this user logs on.
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otherwise the user is not given the option to unlock the session.

Blockout Periods: These are days and times during which no programs can be
run by this user (except those managed programs which were set so as to
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continue to work for a timed-out user), for example "Tuesdays from 7:00 pm to
9:00 pm" or "Weekdays from 9:00 am to 5:00 pm." You can set up as many
blockout periods as you like. Blockout periods must start and end on the same
day. You can't set up a blockout that goes past midnight (for example
"Weekdays from 8:00 pm to 8:00 am") but you can achieve the same effect by
entering this as two separate blockout periods, one from 8 pm to 11:59 pm, and
the other from midnight to 8 am.

Copy: To copy a blockout to another group, select that item and click the Copy
button. You can copy a blockout to one specific group, or to "Every Group."

Window Control Tab

Window Control lets you control virtually any window or dialog when it appears.
You can close a window (in one of three ways); you can set Open or Save As
dialogs to a particular folder, from which the user provides the actual filename;
you can generate "on the fly" a unique folder-and-filename yourself, forcing the
dialog to open or save using only that one specific filename; and most powerful
of all, you can send any keystrokes to any window the moment it appears.

You might wonder how these "close window" options differ from Full Control
Internet's "allowed applications” feature, which can also look at window titles to
decide whether they should be closed. There are two differences. First, the
"allowed applications" feature only considers the main window of a program, but
the Window Control options will work on any window, including dialogs and other
"little" windows that are associated with a main program, which lets you allow a
program yet disallow certain specific dialogs. Second, the Window Control
feature offers three different ways to close different kinds of windows. These are
the first three radio buttons on this screen. See below for details.
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special names must be in upper case.)
Let's look at each option in turn.

Target title: Full Control Internet looks at the title bar text of the current active
window or dialog, and if the text matches a target title on the Window Control list,
the corresponding action is taken. The * and ? wildcards can be used freely in
the target title specification.

Parent-of-target title: Sometimes you want to differently manipulate dialogs in
different programs, even though the dialogs have the same title. For example,
maybe you want to force the Open screen in Word to go to c:\documents, and
the Open screen in Excel to go to c:\spreadsheets. Or maybe you want to close
the Options screen in Explorer but not the Options screen in any other program.
To do this, give the title of the dialog's "parent” window. This is usually the main
window of the program. The * and ? wildcards can be used freely, so for
example listing *Word* will cover any parent-window with "Word" in its title bar.
The title is not case sensitive. If the parent-title is blank, the target title applies to
all programs.

Allowed Folders: Some options allow you to specify an Allowed Folders list.
This is a list of directories which are "available" while the target-title window is
visible. All other folders are off-limits. For example, the target title might be Save
As with an Allowed Folders list of c:\users\Brenda;d:\general\tmp;A:\; (Note that
each directory name ends with a semicolon, even the final one on the list.) In this
example, whenever a Save As screen appears in an application, the user can
save only to the three named locations when saving from that application. This is
an important distinction, because unlike the settings on the File Control tab
(where it is not advisable to for example make your Windows directory invisible),
the Allowed Folders restrictions are not imposed systemwide. Only the program
displaying the matching (target title) window is restricted to the locations on the
Allowed Folders list. Because of this, the Allowed Folders restrictions can control
file-open and file-save locations with a great deal of precision.

List directories in the usual way, with a drive letter followed by a colon and the full
path. Multiple directories are separated by a semicolon. Type in the folder
names, or use the Browse button to select them. If you Browse for more folders,
your newly-selected folder will be added to the current text already listed. For
convenience, if you list the root directory of a floppy drive (like A:\ in the example
above) that entire floppy drive is available, not just its root directory. Also note
that if the Allowed Folders list is blank, all folders are allowed.

In case you need to, you can list files as well as folders. This is useful if certain
files need to remain visible while the Allowed Folders list is controlling file access.
Allowed Folders works by applying File Control to your system - the only folders
that remain available are the ones on the Allowed Folders list. Sometimes,
though, you need to not "lock out" a certain file at this time. Allowing this is easy,
just add the file to the Allowed Folders list.
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A report is available on the Reports Tab listing any attempted accesses of the
files which were hidden due to this setting. This report is especially useful when
your file-access restrictions cause a program to behave oddly. You know it
needs access to a file you've restricted, but which file is it? This report will list all
the files it tried to access, but couldn't. Look at the list, identify the problem file,
then add it to the Allowed Folders list.

Alerts: When this Window Control's event is detected, a message is sent to the
Remote Administration Manager which triggers an Alert. This can pop up a
message, play a sound, or send an email to tell the administrator about this
condition. To send an Alert, you must check the box to log Window Control
Events on the Event Log tab of the System Setup screen.

There are many ways in which a Window Control can work:

Do nothing: This option has two useful purposes. First, you can use it to set up
an "exception" to another Window Control, for example if you have another
Window Control which closes all Options dialogs, you could add a do-nothing
Window Control so the Options dialog from Excel is allowed to remain open.
Second, you can use it to set up a Window Control that doesn't actually do
anything, but does send an Alert when a particular program is launched. To
send an Alert you must check the box on the Event Log tab to log Window
Control events.

Close dialog box: Many programs provide menu items which pop up dialog
boxes. Perhaps you don't want a particular dialog box available to the user. If
so, give that dialog's titlebar text as the target title. When a window of that title
appears, it will be closed. Use this for dialogs that close when you hit the Escape
key.

Close entire program: If you want to be sure a particular program never runs,
list its titlebar text here. It will be terminated in the usual Full Control Internet
fashion as soon as it comes up. Of course, another way to disallow such
programs is by making sure inappropriate programs are not allowed to this user.
But then you have to list every non-managed program which is allowed to run.
That can get tedious. Use the "close entire program" when you are willing to
allow most programs, but want to deny access to one specific program.

"Soft close": You won't need this often, but when you do it's very handy. Like
the "close entire program” option, this is intended to close an entire application,
not a dialog box. Use this to close those rare applications that must be given the
opportunity to close in their own manner. Some programs leave themselves or
the computer in a sub-optimal state when forced to terminate in the usual Full
Control Internet fashion. However, such programs might tolerate this "soft close"
method, which attempts to use the program's own termination procedure to get it
to exit gracefully. This method won't always work; in particular, it might trigger an
"are you sure you want to exit" message from the program you are trying to
terminate, which could allow the user to continue. But if the program does not
have this sort of "are you sure" message (or if you can disable that message),
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the "soft close" can provide a useful alternative method of terminating fussy
programs. "Soft close" is especially handy when trying to persuade a recalcitrant
game to restore the normal Windows screen colors at exit.

Set open/save dialog to a folder: Use this when you want users to open files
from, or save files to, a particular folder. Give the proper directory in the edit line
(which will relabel itself to "Initial Directory:" when using this option). You can
drag-and-drop a folder from Explorer onto that line too, if you prefer. Your target
title will generally be "Open" or "Save As" because this works best with the
standard Windows file-open and file-save dialogs. However, it can often be used
with other non-standard dialogs as well.

When used by itself, this option does not force the dialog to stay in the directory
to which it has been set, so you'll generally want to also provide an Allowed
Folders list, to not only set your users to a specific directory, but also keep them
there.

Note that other Full Control Internet options let you hide drives, or make files or
folders read-only or invisible, but these other options keep the user away from a
location. Setting open/save screens to a folder actively moves the user to a
location, and makes sure they stay there when used in conjunction with the
Allowed Folders option.

Force open/save dialog to use a specific filename: This is similar to setting a
file-open or file-save dialog to a folder, but this option generates a filename, sets
the screen to the generated filename, then presses Enter to submit the name and
immediately close the dialog. As with the folder option, this works best with the
standard Windows file-open and file-save dialogs. You may wonder how this
option can be used more than once without the latter use overwriting the former.
The answer is to generate the filename "on the fly" by including the word
%CURRTIME% as part of the forced filename, which will be replaced in use with
a unique 8-digit number based on the current time. You can also use the words
%USERNAME% (user name given through current network or Windows logon),
%GROUPNAME% (that user's Full Control Internet group) and
%COMPUTERNAME% (the designated name of this current Full Control Internet
computer). All these are case sensitive. And here's a hint: when constructing
the filename, don't give a file extension. Instead, let the Save As dialog add its
default extension to your generated name. This allows Windows to do certain
automated processing based on the file's extension.

Send keystrokes: This option lets you send any keystrokes to any window the
moment that window's target title appears. For example, you could use this to
manipulate a nonstandard file-open or file-save window, one that won't respond
to the "set to a folder" option. Do this by sending the exact keystrokes the
nonstandard screen needs in order to have it do what you want. You can also
use the Allowed Folders settings to force such nonstandard "Open" or "Save As"
screens to only use specific directories.

What keystrokes can you send to a window? You can give regular characters, of
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course, so to send "abc" simply type that into the edit line (which will relabel itself
to "Keystrokes:" when using this option). You can also give special characters.
To press the Shift key, use the plus sign +. To press the Control key, use the
caret . To press the Alt key, use the percent sign %. One way to press Enter is
use the tilde ~.

If you need to use a special character in its usual sense, enclose it in brackets.
For example to send an actual plus character you'd type {+}. To send an open or
close bracket, type {{} or {}} as required.

You can also use certain nonprinting characters by giving their name in brackets.
Here is a list: {Bksp} {Break} {CapsLock} {Clear} {Del} [End} {Enter} {Esc}
{Help} {Home} {Insert} {NumLock} {PgDn} {PgUp} {PrtSc} {ScrollLock} {Tab}
{F1} to {F12} {Up} {Down} {Left} {Right}

To give a regular key combined with Shift, Control, or Alt, precede the key with
one or more of the +"% special characters. To indicate that more than one of
these are held down while pressing a key, enclose the entire set in brackets, for
example {"%J}. Parentheses can be used to group keystrokes. For example, to
hold down the Shift while pressing BDS, use +(BDS). To hold down Shift for only
the first of these, use +BDS.

Keys can be repeated. To repeat a keystroke, use the form {key nhumber}. There
must always be a space between the key and the number. For example {Up 5}
presses the up-arrow five times, and {J 12} presses the J key 12 times.

Log typed keystrokes: This option lets you log all keystrokes typed by the user
while the designated window is the active forground program. Keystrokes are
logged through the Remote Administration Manager to the Event Log database.
It works just like the systemwide keystroke event logging, but only keys typed
into this one window are logged.

Copy: To copy an item to another group, select that item and click the Copy
button. You can copy an item to one specific group, or to "Every Group."

File Control Tab

With this screen, you can make any local file or directory read-only or invisible.
Full Control Internet's file control mechanism is very powerful. Unlike the hide-
drives list on the Interface tab, files and folders hidden by File Control are totally
invisible, even to Windows itself. They simply do not exist. Because controlled
files and folders are locked to both the user and the operating system, certain
files and folders should be controlled only with caution. See below for some
cautions, hints, and suggestions.

In addition to these systemwide restrictions, you can also give per-program file
control restrictions that are in effect only when a particular managed program is
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active. This is done from the Advanced screen of the Managed Programs tab. If
per-program restrictions are given, and that program happens to